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SECTION A (Multiple Choice questions — 10 marks)

1. Why is it better to use an INTEGRITY CONSTRAINT to validate data in a table than to
use a STORED PROCEDURE?

A.

C.

D.

Because the stored procedure occupies more space in the database than an
integrity constraint definition

Because an integrity constraint is automatically checked while data is inserted
into or updated in a table while a stored procedure has to be specifically invoked
Because a stored procedure creates more network traffic than an integrity
constraint definition

All pf the above

2. Whatis a trigger

o0 wp

A piece of logic written in PL/SQL

Executed at the arrival of a SQL¥*FORMS event
Both A & B

None of the above

3. All datafiles related to a Tablespace are removed when the Tablespace is dropped

A.
B.

TRUE
FALSE

4. Can an Integrity Constraint be enforced on a table if some existing table data does
not satisfy the constraint?

A.
B.

Yes
No

5. After a server crash due to power failure, what is needed?

A.

moonw

Manual database recovery

The STARTUP RECOVER command

Automatic rollback of previously unfinished transactions
Empty out buffers

Reset the log files

6. A Usercan

A.

mooHm

Be assigned multiple roles

Have multiple schemas

Have the privilege to access one or more table spaces

Have an authorization method that does not require a password
Have multiple concurrent sessions
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7. What does the Listener NOT do?

A.

Mmoo ®

Create a server process

Monitor network traffic on a particular port

Receive requests to connect to one or more databases

Keep a client session active

Provide network listening services for non-Oracle applications

8. Several DBMS packages contain features that allow the creation of a(n) , Which

automatically records a brief description of the database operations performed by all
users.

A.

B.
.
B.

Digital footprint
Audit log
Scheduler

SQL Loader

9. DDL triggers can be applied to statement.

A.

B.
C.
D.

CREATE
UPDATE
DELETE
INSERT

10. Which statement is not true?

A.

DDL trigger can be used to observe and control actions performed on the server,
and to audit these operations

DML trigger can be used to observe and control actions performed on the server,
and to audit these operations

DDL triggers can be used to manage administrator tasks such as auditing and
regulating database operations

None of the mentioned

2|Page



SECTION B
Question 1
a. Distinguish between. [6]
a. Validation and verification
b. Confidentiality and privacy

c. System privileges and object privilege

b. Database administrators can use triggers to protect and audit a database. Outline at
least three advantages two and disadvantages of using database triggers for auditing.

[10]
c. Outline two ways by which database views can protect data in a database. [4]
Question 2
Giving examples explain how the following techniques can be used to secure a statistical
database. [10]

i.  Access Restriction

ii.  Query Set Restriction
iii.  Microaggregation
iv.  Data Perturbation

v.  Output Perturbation
vi.  Auditing

Question 3

One way of protecting a database in a client-server setup is to restrict network access. This
can be achieved by use of a firewall an protecting the lister among other means.

a. Why is it important to protect the listener? [2]

b. Describe four ways of protecting a listener. (8]
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Question 4

As a DBA employed in a large enterprise that employs hundreds of employees you run the
SQL command

SELECT resourse_name, limit FROM dba profiles where profile = ‘DEFAULT’

The results of the query are shown in Figure 4.1.

L& SQL Plus . =3

OMPOSITE_LIMIT UNLIMITED
ISESSIONS_PER_USER UNLIMITED
PU_PER_SESSION UNLIMITED
BCPU_PER_CALL UNLIMITED
ILOGICAL_READS_PER_SESSION UNLIMITED
ILOGICAL_READS _PER_CALL UNLIMITED
- UNLIMITED
ICONNECT _TIME UNLIMITED
IPRIVATE_SGA UNLIMITED
IFAILED_LOGIN_ATTEMPTS 18
IPASSYORD_LIFE_TIME

IRESOURCE_NAME

[PASSUORD_REUSE_TIME UNLIMITED
PASSUORD_REUSE_MAR UNLIMITED
IPASSUORD_UERIFY_FUNCTION NULL
IPASSYORD_LOCK_TIME 1
IPASSYORD_GRACE_TIME

16 rows selected.

Figure 4.1

As a DBA who is concerned about the security of your organization, suggest, giving reasons,
any improvements that can be effected on the DEFAULT profile to make it more secure.
(10]

Question 5

a. One solution to the concurrency problems is locking but this produces deadlocks.
What is a deadlock? [1]

b. Produce a wait-for-graph for the following transaction scenario and determine

whether deadlock exists. [9]
Transaction | Data item locked | Data items transaction
by transaction is waiting for
T1 X2 X1, X3
T X3, X10 X7, Xs
Ts Xs Xa, Xs
T4 X7 X1
Ts X1, Xs Xs
Te Xs, Xo Xe
T7 Xs Xs
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Question 6

Study the following passage that was taken from the INFORSECURITY MAGAZINE website and

answer the questions that follow below the passage.
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From Sarah Coble (2019, October 7) Data of 92 Million Brazilians for Sale on Underground
Auction Site https://www.infosecuritv—magazine.com/news/data-of—92-miIlion-brazilians
for/

All questions below refer to the article above.

a. Line 1 refers to personal data of the affected people.
i.  Distinguish between personal data and sensitive data. [2]
ii.  According to this article, is there any sensitive data being auctioned. [2]
iii.  In general, when talking about individuals’ information stored on a computer
or related device, what would not be considered personal data. Give two
examples. [2]

b. Line 4 refers to paying of fees for the auction. Explain how criminals could pay for

these services “without being tracked”. [2]
c. With reference to b. above, how can law enforcement still track the transactions

carried out. [3]
d. With reference to, lines 13 to 16 describe at least 3 threats that can result from this.
(3]

e. Lines 22 and 24 refer to tokenization as a way of mitigating against data breaches.
i. Using an example or illustrations, explain in detail how tokenization works in
general. [6]
ii.  Compare tokenization with encryption. [10]
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